USKUDAR UNIVERSITESI
SIBER GUVENLIK YUKSEK LISANS PROGRAMI DERS iCERIKLERI
MASTER OF SCIENCE PROGRAM IN CYBER SECURITY COURSE CONTENTS
SIB500 Arastirma Yontemleri ve Bilimsel Etik

Bilimsel arastirma, bilimsel aragtirma yontemlerinin sathalari, bilim etigi konular islenecek
olup, tez yazim kurallarina uygun akademik calisma yeterliligine yonelik icerik haftalik akista
detaylandirilmistir.

CYS500 Research Methods and Scientific Ethics

Thesis necessities, scientific research, scientific reserach methods, ethics of science are some
of the basic topics of the lectures; details are given at the weekly flow.

SIB501 Siber Sistemler ve Bilgi Giivenligi

Bu ders siber sistemlerin temellerini ve bilgi giivenligini kapsayacaktir. Siber sistemler ve
bilgi gilivenligi konusunda giiclii bir temel olusturur. Bu dersin amaci giivenlik ve risk
yonetimi, varlik gilivenligi, kimlik ve erisim yoOnetimi, glivenlik degerlendirmesi ve testi,
kriptografi, penetrasyon testi, mobil giivenlik, sosyal miihendislik, yasal ve etik konulardir.

CYS501 Cyber Systems and Information Security

This course will cover fundamentals of cyber systems and information security. The course
provides a strong foundation in cyber systems and information security. The focus of the
course is security and risk management, asset security, identity and access management,
security assessment and testing, cryptography, penetration testing, mobile security, social
engineering, legal and ethical issues.

SIB502 Seminer

Seminer dersi siber giivenlik alaninda boliim i¢indeki 6gretim iiyelerinden veya disaridan
gelen konusmacilarin yeni arastirma sonuglarin1 sunmalarini hedeflemektedir.

CYS502 Seminar
A series of lectures in cyber security is given by faculty or outside speakers.
SIB503 Kriptografiye Giris

Kriptografiye tarihsel giris: genel ilkeler, monografik-poligrafik sistemler, monoalfabetik-
polyalfabetik sistemler, ikame sifreleri, transpozisyon sifreleri, frekans analizi, kasiski analizi.
Blok sifreler: difiizyon, karisiklik, feistel yapisi. Akis sifreleri: kaydirma kayitlari, senkron ve
kendi senkron sifreleri, dogrusal karmasiklik. Boolean fonksiyonlari: dogrusal olmama,
Walsh doniisiimii, kriptografik kriterler. Agik anahtarli sifreleme: temel kavramlar, np- hard
problemler, kesikli logaritma, faktérlesme, alt toplam, rsa, diffie hellman anahtar degisim



protokolii, dsa, sifreleme protokolleri. Kriptanaliz. Algoritmalarin degerlendirilmesinde
istatistiksel testler.

CYS503 Introduction to Cryptography

Historical Introduction to Cryptography: General Principles, Monographic-Polygraphic
Systems, Monoalphabetic-Polyalphabetic Systems, Substitution Ciphers, Transposition
Ciphers, Frequency Analysis, Kasiski Analysis. Block Ciphers: Diffusion, Confusion, Feistel
Structure. Stream Ciphers: Shift Registers, Synchronous and Self-synchronous Ciphers,
Linear Complexity. Boolean Functions: Nonlinearity, Walsh Transform, Cryptographic
Criteria. Public Key Cryptography: Fundamental Concepts, NP-Hard Problems, Discrete
Logarithm, Factorization, Subset Sum, RSA, Diffie Hellman Key Exchange Protocol, DSA,
Cryptographic Protocols. Cryptanalysis. Statistical Tests for the Evaluation of the Algorithms.

SIB504 Uygulama Giivenligi

Bu derste dgrenciler, zararli veya kotii amagl olarak nitelendirilebilecek bir bilgisayar kodunu
anlayabileceklerdir. Hem teknik hem de teknik olmayan saldirilar tartisilacaktir. Ogrenciler
bir kurumun kendisini bu saldirilara kars1 nasil koruyabilecegini dgreneceklerdir. Ogrenciler
uc nokta cihaz giivenligi, bulut altyapis1 giivenligi, biiylik veri sistemlerini giivence altina
almak ve sanal ortamlari giivence altina almak icin gerekli kavramlari 6greneceklerdir.

CYS504 Application Security

In the Application Security Course, students will gain an understanding of computer code that
can be described as harmful or malicious. Both technical and non-technical attacks will be
discussed. Students will learn how an organization can protect itself from these attacks.
Students will learn concepts in endpoint device security, cloud infrastructure security,
securing big data systems, and securing virtual environments.

SIB505 Ag Giivenligi

Bu ders ag giivenliginin temellerini kapsayacaktir. Ders, ag giivenligi konusunda giiclii bir
temel saglar. Asagidaki konular ele alinmaktadir: sifreleme teknikleri, anahtar yonetimi ve
kimlik dogrulama, karma, genel anahtar sifrelemesi, web giivenligi, TCP / IP, DDoS
saldirilari, DNS giivenligi.

CYS505 Network Security

This course will cover fundamentals of network security. The course provides a strong
foundation in network security. The following topics are covered: encryption techniques, key
management and authentication, hashing, public key cryptography, web security, TCP/IP,
DDoS attacks, DNS security.

SIB506 Kodlama Teorisi

Ders, lineer blok kodlari, dongiisel kodlar ve konvoliisyon kodlar1 ile temel matematige
yonelik cebirsel kodlama teorisine giris yapar. Islenen konular sunlardir: Kodlama



parametreleri i¢in sinirlar; Hamming kodlarinin 6zellikleri, kodlanmasi ve kodlarinin
¢oziilmesi; Reed-Muller kodlari; BCH kodlar1 ve Reed-Solomon kodlari; Berlekamp-Massey
algoritmasi ve kod ¢b6zme icin Viterbi algoritmasi. Sonlu alanlar. Sonlu alanlar iizerinde
dogrusal cebir. Kuvvet serilerinin halkalari.

CYS506 Coding Theory

The course gives an introduction to algebraic coding theory for linear block codes, cyclic
codes and convolution codes, as well as to the underlying mathematics. Topics covered
include: Bounds for coding parameters; properties, coding and decoding of Hamming codes;
Reed-Muller codes; BCH codes and Reed-Solomon codes; Berlekamp-Massey algorithm and
Viterbi algorithm for decoding. Finite fields. Linear algebra over finite fields. Rings of power
series.

SIB507 Adli Bilisim

Adli bilisim ve dolandiricilik sorusturmalari, sayisal adli muayene araglari ile ¢alisma, adli
bilisim muayene siireci, adli bilisim ilkeleri, sayisal belgeler, yazisma ve iletisim, kanit
toplama ve giivenlik ilkeleri, veri analizi, agdan adli kanit toplama, karsi-adli kanit toplama,
mobil cihazlar.

CYS507 Computer Forensics

Computer forensics and fraud investigations, working with the digital forensic examiner tools,
computer forensic examination process, principles of computer forensics, digital documents,
correspondence and communication, evidence seizure and security, analyzing data, network
forensics, anti-forensics, mobile devices.

SIB508 Siber Saldir1 Teknikleri

Siber saldir1 tekniklerine giris: Kavramlar ve tanimlar, Siber saldir tiirleri, izinsiz giris
asamalari, Hedef ve kirillganlik analizleri hakkinda bilgi edinmek: Zeka teknikleri. Acik
kaynaklar, Ag ve port taramasi, Tanimlama ve gilivenlik agig1 analizi, Kesif: Yazilim ve
dogrulama sistemlerini kullanma, Kaynak tiiketimi / tiikkenme ve Hizmet Reddi, Sosyal
Miihendislik, kotii amagh yazilim ve kagirma teknikleri, Kalicilik: Delil gizleme, Ayricalikli
Olceklendirme, Alternatif erigsim kanallar1 hazirlama, Varlik gizleme.

CYS508 Cyber Attack Techniques

Introduction to cyber attacks techniques: Concepts and definitions, Types of cyber attacks,
Phases of a intrusion, Acquiring information on the target and vulnerability analysis:
Techniques of intelligence. Open sources, Network and port scanning, ldentification and
vulnerability analysis, Explotation: Exploiting software and authentication systems, Resource
consumption/exhaustion and Denial of Service, Social Engineering, malware and evasion
techniques, Persistence: Evidence hiding, Privilege scaling, Preparing alternative access
channels, Presence hiding.

SIB509 Gelismis Sifreleme ve Veri Giivenligi



Homomorfik sifreleme, kimlik tabanli sifreleme, yiiklem tabanli sifreleme, sifreli veri
tizerinde anahtar kelime arama, sifreli veri iizerinden aralik sorgulama, rasyonel gizli
paylasma, diferansiyel gizlilik ve sifreleme.

CYS509 Advanced Cryptography and Data Security

Homomorphic encryption, identity-based encryption, predicate based encryption, keyword
search over encrypted data, range queries over encrypted data, rational secret sharing,
differential privacy and cryptography.

SIB510 Kablosuz ve Mobil Giivenlik

Mobil kullanicilar i¢in kablosuz erisim aglarinda kimlik dogrulama, anahtar dagitim,
bitiinliik, gizlilik ve anonimlik i¢in fonksiyonlar, protokoller ve yapilandirmalar. Ders,
WPAN, WLAN, UMTS, IMS gibi mevcut sistemlerde kullanilan giivenlik tekniklerini sunar.
Cesitli ad-hoc aglar1 gibi yeni ag teknolojisi i¢in Onerilen ¢oziimler. Kablosuz sistemlerde
sayisal adli kanit toplama.

CYS510 Wireless and Mobile Security

Functions, protocols and configurations for realizing authentication, key distribution,
integrity, confidentiality and anonymity in wireless access networks for mobile users. The
course presents security techniques employed in existing systems, such as WPAN, WLAN,
UMTS, IMS. Proposed solutions for new network technology, such as various types of ad-hoc
networks. Digital forensics in wireless systems.

SIB511 Siber Giivenligin Yasal Boyutlari

Siber glivenlik kavrami, ulusal giivenlik agisindan kritik 6neme sahiptir ve bu nedenle hem i¢
hem de dis hukukta etkileri vardir. Siber sug siber giivenlik i¢in bir tehdit olusturuyor ve hem
i¢ hem de karsilastirmali yasalarla cezalandiriliyor. Buna goére, dersin baslangi¢ noktasi, 5237
sayili Tiirk Ceza Kanunu kapsaminda siber suglarm ne oldugunu kapsamaktir. Ikincisi, 5846
Sayili Fikri Miilkiyet Yasasi ve 5070 sayili Elektronik Imza Yasas1 gibi gesitli yasalar
uyarinca tanimlanan sug faaliyetlerine bakacagiz. Tiirkiye i¢ hukuku cercevesinde ele alacak
ve yasal internet erisim kisitlamasina yol agan bagvuru siirecine odaklanacagiz. ilgili mevzuat
15181nda sorusturma ve kovusturma prosediirlerini gézden gegirecegiz. Son olarak, 5271 sayilt
Tirk Ceza Muhakemesi Kanunu'nun hiikiimleri uyarinca, mahkeme hukukunda ceza
unsurlarinin varligimi kanitlamak icin kullanilmasina yol agan olay yerinden dijital delillerin
elde edilmesi ile baslayan yasal siirece bakacagiz. Bu ders, siber giivenlik alaninda c¢aligsmasi
beklenen ogrencilere adli kararlar1 ve cesitli vaka calismalarini kapsayan gerekli yasal
altyapiy1 kazandirmayr amaglamaktadir.

CYS511 The Legal Dimensions of Cyber Security

The concept of cybersecurity is critical in terms of national security, and as such has
implications in both domestic and international law. Cybercrime poses a threat to
cybersecurity, and has been made punishable by domestic and comparative law alike.



Accordingly, the starting point of the course shall be to cover what constitutes cybercrime
under the Turkish Criminal Code No. 5237. Secondly, we shall look at criminal activities
defined under various laws, such as the Intellectual Property Act N0.5846 and the Electronic
Signature Act No. 5070. We shall elaborate on the legal aspect of cybercrime mitigation
within the context of Turkish domestic law, and shall focus on the application process leading
to legal internet access restriction. We shall go over the procedures of investigation and
prosecution in light of related legislation. Finally, we will look at the legal process starting
with the acquisition of digital evidence from the crime scene leading up to it being used to
prove the existence of criminal elements at a court law, under the provisions of the Turkish
Criminal Procedure Act No. 5271. The course aims to provide students who are expected to
work in the field of cybersecurity with the necessary legal background by covering judicial
decisions and various case studies.

SIB512 Biyometrik Sistemler ve Kimlik Dogrulama

Kisinin taninmasi ve biyometriye giris tarihi, Biyometrik sistemler, Biyometrik islevler,
Biyometrik performans 6l¢iileri, Parmak izi tanimaya girig, Parmak izi i¢in 6zellik ¢ikarima,
Parmak izi eslestirme, Yiiz tanimaya giris, Yiiz imgesinin eldesi ve 6n isleme, Yiiz algilama,
Yiize ait oOznitelik c¢ikarimi, Yiiz Eslestirme, Yizdeki varyasyonlarla basetme, Yiiz
modelleme.

CYS512 Biometric Systems and Authentication

History of person recognition and introduction of biometrics, Biometric systems, Biometric
functionalities, Biometric performance measures, Introduction to fingerprint recognition,
Feature extraction for fingerprint, Fingerprint matching, Introduction to face recognition,
Facial image acquisition and preprocessing, Face detection, Facial feature extraction, Face
matching, Handling facial variations, Face modeling.

SIB513 Kripto Para Teknolojileri

Kriptografiye giris: dijital imzalar, kriptografik karma fonksiyonlar, kriptografik veri yapilart:
karma isaretciler, blok zincirler, merkle agaglari, bitcoin protokolii: kimlik olarak anahtarlar,
basit kripto-para birimleri, dagitilmis mutabakatla dagitma, tesvikler, mithendislik detaylari:
bitcoin bloklari, sicak ve soguk depolama, anahtarlar1 bolme ve paylasma, rezerv kaniti,
yiikiimliiliik ispat belgesi, anonimlik, sahte kimlik, baglantisizlik, istatistiksel saldirilar (islem
grafigi analizi), ag katmani anonimlestirme, Chaum kor imzalari, tek karisim ve karigim
zincirler, merkezi olmayan karigim, sifir bilgi korumali kripto para birimleri, kripto para
birimi teknolojileri: akilli miilkiyet, verimli mikro 6demeler, eslestirme islemleri ve 6deme,
genel rastgele kaynak, tahmini piyasalar, emanet islemleri, yesil adresler, acik artirma ve
piyasalar, ¢cok partili piyangolar.

CYS513 Cryptocurrency Technologies

Introduction to cryptography: digital signatures, cryptographic hash functions, cryptographic
data structures: hash pointers, append-only ledgers (block chains), Merkle trees, bitcoin’s
protocol: keys as 1dentities, simple cryptocurrencies, decentralization through distributed



consensus, incentives, engineering details: bitcoin blocks, hot and cold storage, splitting and
sharing keys, proof of reserve, proof of liabilities, anonymity, pseudonymity, unlinkability,
statistical attacks (transaction graph analysis), network-layer de-anonymization, Chaum’s
blind signatures, single mix and mix chains, decentralized mixing, zero-knowledge proof
cryptocurrencies, cryptocurrency technologies: smart property, efficient micro-payments,
coupling transactions and payment, public randomness source, prediction markets, escrow
transactions, green addresses, auctions and markets, multi-party lotteries.

SIB514 Biiyiik Veri Giivenligi ve Gizliligi

Dagitilmis programlama gercevelerinde glivenli hesaplamalar, iligskisel olmayan veri depolari
icin en 1yi giivenlik uygulamalari, glivenli veri depolama ve islem kayitlari, son nokta giris
onayr / filtreleme, ger¢ek zamanli giivenlik / uyumluluk izleme, oOlgeklendirilebilir ve
bilesilebilir gizlilik, analitik koruma, biiyiik veri i¢in sifreleme teknolojileri, graniiler erisim
kontrolii, graniil denetimler, veri kaynagi.

CYS514 Big Data Security and Privacy

Secure Computations in Distributed Programming Frameworks, Security Best Practices for
NonRelational Data Stores, Secure Data Storage and Transactions Logs, Endpoint Input
Validation/Filtering, Real-Time Security/Compliance Monitoring, Scalable and Composable
Privacy Preserving Analytics, Cryptographic Technologies for Big Data, Granular Access
Control, Granular Audits, Data Provenance

SIB515 Saldir1 Tespit ve Koruma

IDS / IPS tanimi ve siniflandirmasi. Saldir1 temel unsurlari ve bunlarin tespiti. Suistimaltespit
sistemleri (IDS'de arama algoritmalar1 ve uygulamalari). Anomali tespit sistemleri (makine
ogrenmesi temelleri: ilkeler, onlemler, performans degerlendirmesi, yontem kombinasyonlari,
yapay sinir aglarinin temelleri), IDS'de kiimeleme (hiyerarsik ve boliimlendirme) ve denetimli
ogrenme). IDS test etme ve performanslarinin lgiilmesi. Hesaplamali karmasiklik-kuramsal
ve bilgi-kuramsal IDS modelleri ve kalite dlgiitleri. Sanal aglarda izinsiz giris tespiti.

CYS515 Intrusion Detection and Protection

IDS/IPS definition and classification. Basic elements of attacks and their detection. Misuse
detection systems (search algorithms and applications in IDS). Anomaly detection systems
(machine learning basics: principles, measures, performance evaluation, method
combinations, basics of artificial neural networks, clustering (hierarchical and partitional) and
supervised learning in IDS). Testing IDS and measuring their performances. Computational
complexity-theoretic and information-theoretic IDS models and quality criteria. Intrusion
detection in virtual networks.

SIB516 Kotii Amag¢h Yazilim Analizi ve Tespiti



Ogrenciler, disassembler, ikili hata ayiklayici analizi, hata ayiklayicilari, statik ve dinamik
analiz ve diger araclar1 kullanarak bilgisayar viriisleri, Truva atlar1 ve rootkitler de dahil
olmak tizere kotii amagli yazilimlari analiz etmeyi 6grenirler.

CYS516 Malware Analysis and Detection

Learn how to analyze malware, including computer viruses, trojans and rootkits using
disassemblers, debuggers, static and dynamic analysis, using disassemblers, binary analysis
debuggers and other tools.

SIB517 Penetrasyon Testi ve Giivenlik A¢ig1 Analizi

Penetrasyon testine giris. Penetrasyon testi planlamasi; Sozlesme belgelerinin kapsami ve
kurallarinin belirlenmesi. Penetrasyon testi araglari: sanal kurulum ve ara¢ takimi kurma.
Kesif evresi: agik kaynak istihbarat, bilgi toplama, korelasyon, dogrulama ve dnceliklendirme.
Tarama asamasi: numaralandirma, baglanti noktasi taramasi ve giivenlik acig1 analizi.
Istismar asamasi: manuel istismar, sifre kirma ve Metasploit cercevesi. Istismar sonrasi
asama: Veri toplama, ag analizi, erisimi saglama, donme. Raporlama agamasi: penetrasyon
testi rapor yapisi ve bilesenleri. Glivenlik kontrollerini atlama ve algilanmaktan kaginma.

CYS517 Penetration Testing and Vulnerability Analysis

Introduction to penetration testing. Penetration testing planning; determining scope and rules
of engagement documentation. Penetration testing tools: setting up virtual up and toolset.
Reconnaissance phase: open source intelligence, information gathering, correlation,
verification, and priorization. Scanning phase: enumeration, port scanning, and vulnerability
analysis. Exploitation phase: manual exploitation, password cracking and Metasploit
framework. Post-exploitation phase: Data gathering, network analysis, maintaining access,
pivoting. Reporting phase: penetration test report structure and components. Bypassing
security controls and avoiding detection.

SIB518 Bulut Bilisimde Siber Giivenlik

Bulut bilisime giris, Sanallastirma, Coklu- kullanim, Olgeklenebilirlik, Istege bagli erisim,
Esneklik, Bulut y1gin1, Hizmet modelleri, Dagitim modelleri, Hizmet Olarak Yazilim, Hizmet
Olarak Platform, Hizmet olarak Altyapi, Hizmet Olarak Giivenlik, Bulut giivenlik sorunlari,
Sifreleme, Veri giivenligi, Kimlik ve erisim yonetimi.

CYS518 Cybersecurity in Cloud Computing

Introduction to cloud computing, Virtualization, Multi-tenancy, Scalability, On-demand
access, Elasticity, Cloud stack, Service models, Deployment models, Software-as-a-Service,
Platform-as-a-service, Infrastructure-as-a-service, Security-as-a-Service, Cloud security
challenges, Encryption, Data security, lIdentity and Access Management.

SIB519 Giivenli Gomiilii Sistemler



Bu ders gomiilii glivenligin temellerini ger¢ek hayat uygulamalar ile birlikte 6gretir. Dersin
ilk yarisinda, Ogrenciler gomiili cihazlara, Ogrencilerin ge¢misine bagli olarak bir
mikrodenetleyici veya bir FPGA kullanarak kriptografiyi nasil etkili bir sekilde
uygulayacaklarini 6grenirler. Dersin ilk yaris1 laboratuvarda giivenlik modiilii uygulamalarini
igerir. Dersin ikinci yarisinda, gomiilii sistemlere tehdit ve saldirma (6rnegin, yan kanal
analizi) teknikleri sunulmaktadir. Ilk yaridaki uygulamalar tanitilan yontemlerle pratik olarak
saldirtya ugratilir. Dersin sonunda, ikinci yarida baglatilan saldiri tiirlerine karsi alinacak
onlemler kisaca tartisilacak ve gosterilecektir. Ders siiresince Ogrenciler osiloskoplart ve
giivenlik analizleri i¢in kullanilan diger araglar1 kullanmay1 6greneceklerdir.

CYS519 Secure Embedded Systems

This course teaches the fundamentals of embedded security with real-life implementations. In
the first half of the course, students learn how to efficiently implement cryptography on
embedded devices, using a microcontroller or an FPGA depending on the students’
background. This first half includes security module implementations, which is solved during
the lab time. In the second half of the course, threats against and techniques to attack
embedded systems (e.g., side-channel analysis) are presented. The implementations from the
first half part one are practically attacked with the introduced methods. At the end of the
course, countermeasures against the types of attacks introduced in the second half will be
briefly discussed and demonstrated. During the course, students will learn to use oscilloscopes
and other tools used for security analyses.

SIB520 Siber Giivenlikte Ozel Konular

Siber Giivenlik Standartlar1 ve Uyumlulugu, Uygulamali A§ Giivenligi, Uygulama Giivenligi
Ilkeleri / Uygulamalari, Siber Operasyonel Planlama, Yazilim Giivenligi, Siber Giivenlik Risk
Yonetimi ve Uyumlulugu, Mobil Cihaz Yonetimi, Giivenli Unix Yonetimi, Tersine
Miihendislige Giris, Igeriden Gelen Tehditler, Sayisal Adli Kamt Toplamaya Giris, Cin’in
Siber Giicii: Perspektifler ve Uygulamalari, SCADA ve Endiistriyel Kontrol Sistemleri igin
Siber Giivenlik.

CYS520 Special Topics in Cyber Security

Cybersecurity Standards & Compliance, Applied Network Security, Application Security
Principles/Practices, Cyberspace Operational Planning, Software Security, Cybersecurity Risk
Management & Compliance, Mobile Device Management, Secure Unix Administration, Intro
to Reverse Engineering, Insider Threats, Introduction to Digital Forensics, Chinese Cyber
Power: Perspectives and Implications, Cybersecurity for SCADA and Industrial Control
Systems

S1B521 Endiistri 4.0 icin Siber Giivenlik: Tasarim ve imalat Analizi

Bu ders siber giivenligi ve Endistri 4.0 vizyonunun gergeklestirilmesindeki etkisini
tanitmaktadir. Endiistri 4.0 kapsam1 dahilindeki siber gilivenligin teknolojik temellerini kapsar
ve Endiistri 4.0'n karsilastig1 siber giivenlik tehditlerinin yan1 sira, hem akademik arastirma
hem de pratik uygulamalar ile ilgili en son teknolojiye sahip ¢oziimleri detaylandirir. Endiistri



4.0 ve Endiistriyel Nesnelerin Interneti ve bulut tabanli tasarim ve iiretim sistemleri gibi ilgili
teknolojiler yikici yenilikleriyle birlikte incelenir.

CYS521 Cybersecurity for Industry 4.0: Analysis for Design and Manufacturing

This course introduces cybersecurity and its impact on the realization of the Industry 4.0
vision. It covers the technological foundations of cybersecurity within the scope of the
Industry 4.0 landscape and details the existing cybersecurity threats faced by Industry 4.0, as
well as state-of-the-art solutions with regard to both academic research and practical
implementations. Industry 4.0 and its associated technologies, such as the Industrial Internet
of Things and cloud-based design and manufacturing systems are examined, along with their
disruptive innovations.

SIB522 Nesnelerin internetinde Adli Bilisim ve Giivenlik

Nesnelerin interneti (IoT), her tiirlii hizmeti sunarken yaygin, baglantili ve akilli diigiimlerin
0zerk bigimde etkilesime girmesini ongdrmektedir. Genis dagitim, agiklik ve IoT nesnelerinin
nispeten yiiksek islem giicii, onlart siber saldirilar i¢in ideal bir hedef haline getirdi. Ayrica,
bircok IoT diigiimii 6zel bilgileri toplayip islerken, kotii niyetli aktorler icin adeta altin
madeni haline geliyor. Bu nedenle, giivenlik ve 6zellikle tehlike altindaki diigiimleri algilama
yetenegi, bir saldir1 veya kotii niyetli faaliyetlerin kanitlarinin toplanmasi ve korunmasi ile
birlikte, 10T aglarinin basarili bir sekilde dagitilmasinda 6ncelik olarak ortaya ¢ikmaktadir.

CYS522 10T Forensics and Security

The Internet of Things (loT) envisions pervasive, connected, and smart nodes interacting
autonomously while offering all sorts of services. Wide distribution, openness and relatively
high processing power of 10T objects made them an ideal target for cyber attacks. Moreover,
as many of 10T nodes are collecting and processing private information, they are becoming a
goldmine of data for malicious actors. Therefore, security and specifically the ability to detect
compromised nodes, together with collecting and preserving evidences of an attack or
malicious activities emerge as a priority in successful deployment of 10T networks.

SIB523 Siber Giivenlik icin Linux Temelleri

Oncelikle, o6grenciler en iyi giivenligi saglamak igin Linux'u nasil kuracaklarim
Ogreneceklerdir. Daha sonra, dgrenciler hesaplari, cihazlari, hizmetleri, islemleri, verileri ve
aglar giivenli bir sekilde yonetmek i¢in en iyi uygulamalarda uzmanlagacaklar. Daha sonra
Ogrenciler ayak izi, penetrasyon testi, tehdit tespiti, giinliige kaydetme, denetim, yazilim
yonetimi ve daha fazlasi i¢in giiclii araglar ve otomatik komut dosyasi teknikleri konusunda
uzmanlasacaklar.

CYS523 Linux Essentials for Cybersecurity

First, students will learn how to install Linux to achieve optimal security upfront. Next,
students will master best practices for securely administering accounts, devices, services,
processes, data, and networks. Then, students will master powerful tools and automated



scripting techniques for footprinting, penetration testing, threat detection, logging, auditing,
software management, and more.

SIB524 Siber Giivenlikte Yapay Zeka

Ogrenciler siber giivenlik ve yapay zeka temelleri hakkinda temel bilgi alacaklardir. Ders
konulari: makine 68renimi ve uyarlanabilir zeka, Ol¢eklenebilir makine 6grenmesi, metin
isleme, dogal dil isleme, temel giivenlik ozellikleri ve mekanizmalari, giivenli yazilim
gelistirme, siber tehdit avciligl ve adli bilisim, kontrol ve gomiilii sistemlerin giivenligi.

CYS524 Al in Cybersecurity

Students will receive a grounding in the fundamentals of cybersecurity and Al. Course topics
are: machine learning and adaptive intelligence, scalable machine learning, text processing,
natural language processing, fundamental security properties and mechanisms, development
of secure software, cyber threat hunting and digital forensics, security of control and
embedded systems.

SIB525 Veri Sikistirma

Kayipsiz veri sikistirmanin kuramsal temelleri. Huffman kodlama, aritmetik kodlama, sozliik
yontemleri. Kayipli veri sikistirmanin kuramsal temelleri. Skaler nicemleme, vektor
nicemleme, dngoriisel kodlama, doniisiim kodlama. Video kodlamaya giris.

EEES514 Data Compression

Information theoretic fundamentals of lossless data compression. Huffman coding, arithmetic
coding, dictionary methods. Information theoretic fundamentals of lossy data compression.
Scalar quantization, vector quantization, predictive coding, transform coding. Introduction to
video coding.

SIB526 Sayisal imgelerden Adli Kanit Toplama

Sayisal imgenin olusumu ve insan gorme sistemi. Veri saklama, damgalama ve gizliyazi
analiz yontemleri. Kaynak tanilama. Sayisal imgelerin tamlig1 ve tahrifat sezimi.

EEES515 Digital Image Forensics

Digital image formation and human visual system. Steganography, watermarking and
steganalysis techniques. Source identification, integrity and manipulation detection of digital
images.

SIB595 Yiiksek Lisans Tezi
CYS595 Master's Thesis
SIB594 Yiiksek Lisans Donem Projesi

CYS594 Master's Term Project



